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Abstract:

INTRODUCTION:

The rapid advancement of artificial intelligence (AI) has fundamentally altered surveillance systems, particularly
those employed for campus security. Because campuses are dynamic environments with large populations, they
face challenges that traditional methods cannot effectively address. Al-driven person identification systems
provide solutions through proactive threat detection, enhanced accuracy, and real-time monitoring. By swiftly and
efficiently analyzing vast volumes of data, these technologies significantly improve the safety and security of
educational institutions. Notwithstanding their potential, these systems raise moral concerns about bias and data
privacy that must be implemented carefully and sensibly. This essay contrasts the benefits, drawbacks, and ethical
issues of several Al-powered monitoring systems. By addressing these problems, the study intends to provide
insight into how Al could be effectively used to campus security while upholding openness and confidence.
OBJECTIVES:

To assess how well human identification systems powered by Al work in real-time surveillance.

To evaluate the scalability, accuracy, and speed of various Al-based surveillance solutions.

To evaluate these systems' effects on campus privacy and security.

To determine the most effective ways to deploy Al-powered monitoring in academic settings.

. To investigate moral considerations including data management and algorithmic bias reduction.
METHODOLOGY:

This study employed a mixed-methods approach that included both qualitative and quantitative analysis.
Information about a variety of factors, including lighting, population density, and potential security breaches, was
collected over the course of six months from camera footage and access logs of multiple campuses. The study
evaluated three Al-powered systems: facial recognition, gait analysis, and behavior detection. Performance metrics
such processing speed, scalability, accuracy, and false positive/negative rates were used to assess the system's
efficiency. Through online surveys and structured interviews that addressed privacy concerns and documented
user experiences, campus security personnel and students provided qualitative observations. A comparison
technique was created with a focus on both operational outcomes and ethical issues in order to methodically
evaluate the usability and effectiveness of these systems.

RESULTS:

The study found that Al-powered human identification systems significantly increased campus security. Under
ideal lighting conditions, facial recognition accuracy averaged 95%; however, under low-light conditions, it fell to
78%. Gait analysis proved useful in difficult situations, continuously maintaining an accuracy of 85%. Although
they occasionally indicated non-threatening actions, behavior detection systems had an 88% accuracy rate in
identifying anomalies. The fastest processing speed was 0.6 seconds per frame for facial identification, 0.8 seconds
for gait analysis, and 1.2 seconds for behavior detection. While behavior detection technologies raised questions
about consent and transparency, feedback emphasized how simple it was to integrate facial recognition systems
with the infrastructure already in place.

Furthermore, 85% of survey participants supported anonymization methods to safeguard personal data and
underlined the significance of explicit standards for data usage. Data privacy and Al bias are two ethical issues that
have highlighted the necessity of strong governance and privacy-preserving measures. Although the systems
improved security overall, they needed to be further improved in order to adequately handle ethical issues.

QAW

Doi: 10.69980/ajpr.v28i4.332 1548-7776 Vol. 28 No. 4 (2025) April 268/272


https://ajprui.com/index.php/ajpr/index

Sonia Victor Soans

American Journal of Psychiatric Rehabilitation

CONCLUSION:

Because Al-driven person identification systems improve efficiency, accuracy, and real-time monitoring
capabilities, they have the potential to completely transform campus security. Nonetheless, the study emphasizes
how critical it is to solve operational and ethical issues such integration costs, system bias, and data privacy. While
gait analysis provides a less invasive option with reliable performance, facial recognition technologies are
criticized for data exploitation and privacy concerns despite their high accuracy. Although behavior detection
systems are excellent at proactively identifying threats, they need to be more transparent and get user approval.
To preserve confidence and system integrity going ahead, organizations must establish transparent governance
frameworks, apply privacy-preserving Al strategies, and guarantee ongoing monitoring.

Schools may create safer and more secure environments for their employees and students by utilizing these
technologies' advantages while addressing their drawbacks.
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1. Introduction

Surveillance systems have advanced significantly in
recent years due to the rapid growth of Al
technology, especially in the area of human
identification. Large and fluctuating populations on
campuses create special security issues that are
difficult for conventional systems to handle. Real-
time surveillance, proactive threat detection, and
increased accuracy are all promised by Al-powered
person identification systems.

Institutions are investigating  cutting-edge
monitoring technologies in response to growing
concerns about campus safety, instances of
unauthorized access, and possible threats. Al has
become a vital tool for enhancing security measures
because of its capacity to analyze enormous volumes
of data in real-time. By providing insights into the
advantages and disadvantages of various Al-driven
person recognition systems, this research aims to
close the gap in comparative studies of these
systems.

The rationale behind using Al-based surveillance is
described in this introduction, along with the
obstacles and transformative possibilities of this
technology. It also emphasizes how crucial it is to
take a balanced strategy that takes ethical and
privacy concerns into account.

2. Objectives

The main objectives of this research are:

1. To assess how well human identification systems
powered by Al work in real-time surveillance.

2. To evaluate the scalability, accuracy, and speed of
various Al-based surveillance solutions.

3. To evaluate these systems' effects on campus
privacy and security.

4. To determine the most effective ways to deploy
Al-powered monitoring in academic settings.

5. To investigate moral considerations including
data management and algorithmic bias reduction.

These goals seek to give legislators and educational
administrators a thorough grasp of how Al may

improve campus security so they can make well-
informed decisions.

3. Methodology

The study employs a mixed-methods approach,
combining quantitative performance metrics with
qualitative user feedback. The research involves:

3.1 Data Collection

Over the course of six months, access records and
video footage were gathered from several campus
sites. The data covered a wide range of situations,
such as different illumination, different crowd sizes,
and possible security lapses.

3.2 Al Systems Tested

Three categories of Al-powered systems were
assessed:

e Facial recognition systems use a person's facial
traits to identify them.

e Gait Analysis Systems: These systems identify
people by examining how they walk.

* Behavior Detection Systems: Keep an eye out for
and highlight questionable behavior or irregularities.
3.3 Performance Metrics

The following measures were used to evaluate each
system's performance:

¢ Accuracy: The proportion of people who were
accurately recognized.

« Instances of inaccurate identification are known as
false positive/negative rates.

« Processing Speed: The amount of time needed to
identify and analyze each person.

« Scalability: The capacity to manage growing user
and data input counts.

3.4 Interviews and Surveys

Online questionnaires and structured interviews
were used to get input from students and campus
security staff. This revealed information about user
experiences, system usability, and privacy and
ethical issues.
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3.5 Comparative Analysis
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A comparative framework was developed to systematically evaluate the performance, usability, and cost-

effectiveness of the tested systems.

Metric Facial Recognition Gait Analysis Behaviour Reference
Detection
Accuracy 95% in  optimal | 85% consistent | 88% with occasional | [1], [2], [3], [7]
lighting, 78% in low | across conditions false positives
light
Processing Speed 0.6 seconds per | 0.8 seconds per | 1.2 seconds per | [5],[6],[8], [10]
frame frame frame
False Positive Rate 2% 3% 5% [9],[12], [14], [15]
Scalability High scalability for | Medium scalability Medium scalability [4], [13],[17], [20]
large databases
Privacy Concerns High due to biometric | Moderate due to less | High due to | [3],[11], [16], [18]
data specific data behaviour
monitoring
Integration Ease Easy with existing | Requires additional | Moderate, needs | [2], [6], [14], [19]
CCTV systems sensors behavioural
modelling
Cost High upfront, | Moderate upfront | High due to complex | [1],[7], [10], [20]
moderate and maintenance algorithms
maintenance

Detection Range

Up to 30 meters in
good conditions

Up to 20 meters

Depends on camera
coverage

(8], [9], [15], [18]

Real-Time Alerting | Immediate Slight delay Slight delay [2],[5], [11],[13]

Anonymity Low, identifies | Higher, identifies | Low, tracks specific | [4], [12], [17], [19]
individuals patterns behaviours

Bias Potential High, depending on | Moderate High, due to | [3],[6],[9],[18]

training data

subjective behaviour
definitions

Environmental Affected by lighting | Affected by crowd | Requires clear field of | [7], [10], [14], [20]
Robustness and obstructions density view
Usability User-friendly for | Requires more | Moderate usability [2], [11], [15], [19]
operators training
Maintenance Moderate Moderate High [1],[5], [13], [16]
Ethical Concerns High, related to | Moderate High, related to | [4],[8],[18], [20]
consent and misuse profiling
Deployment Time 3-6 months 4-8 months 6-12 months [6],[9], [14],[17]
Detection High for authorized | Moderate, focused on | High for suspicious | [3], [8], [13], [19]
Capabilities individuals walking patterns activities
Adaptability to New | Moderate Low High [5],[12], [16], [18]
Threats
Power High due to constant | Low High [2],[7], [11], [20]
Consumption video processing
Operator Moderate High High [1],[9], [14], [19]
Dependency
4. Results 4.2 Speed
The evaluation revealed the following insights: Processing speeds in real time varied:

4.1 Accuracy

e Under ideal circumstances, facial recognition
systems had an average accuracy of 95%;
however, in poor light, this fell to 78%.

» Gait analysis proved to be a dependable substitute
in difficult situations, maintaining a constant
accuracy of 85% under various circumstances.

e Anomalies were detected by behavior detection
algorithms with 88% accuracy, which excelled at
identifying possible threats but occasionally
flagged harmless actions as suspicious.

¢ Each frame of facial recognition takes 0.6 seconds.
e 0.8 seconds each frame for gait analysis.
» Because of its extensive pattern analysis, behavior
detection takes 1.2 seconds every frame.

4.3 Usability

Facial recognition technologies were simpler for
security staff to integrate with the infrastructure that
was already in place. Students, however, voiced
concerns about behavior detection systems'
intrusiveness, highlighting the necessity of consent
and transparency.
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4.4 Privacy and Ethical Concerns

85% of survey participants emphasized the
significance of explicit guidelines for data usage and
storage, and students supported anonymization
methods as a means of safeguarding private
information while preserving system functionality.
Additionally, ethical issues with Al biases were
found, requiring more investigation and
improvement.

5. Discussion

The results highlight how campus security could be
improved by Al-driven surveillance systems. But
issues like system bias, data privacy, and integration
costs need to be addressed. Despite their great
accuracy, facial recognition systems are subject to
ethical scrutiny because of worries about abuse and
data breaches. Although gait analysis provides a less
intrusive option, it still has to be improved upon to
reach similar accuracy.

Despite their potential for proactive danger
identification, behavior detection technologies
present serious ethical issues. To strike a balance
between security requirements and individual
rights, transparent governance, unambiguous data
policies, and the use of privacy-preserving Al
approaches are crucial.

Moreover, the study highlights the need for robust
training datasets to mitigate biases and ensure
equitable system performance across diverse
demographics. Continuous monitoring and periodic
audits are recommended to maintain system
integrity and public trust.

6. Conclusion

Campus security could be revolutionized by Al-
powered human identification systems. This study
compares real-time surveillance technologies and
highlights their main advantages and disadvantages,
laying the groundwork for putting in place morally
and practically sound security measures. To optimize
security benefits, future research should concentrate
on enhancing system accuracy, resolving privacy
issues, and investigating hybrid techniques.

7. Recommendations

The following suggestions are put forth to improve
the uptake and efficacy of Al-driven surveillance
technologies on campuses:

* Policy Development: Provide precise rules for the
moral application of Al in monitoring that guarantee
openness and responsibility.

* System Integration: Make an investment in the
infrastructure necessary to enable the smooth
integration of several Al-powered systems.

» Training Programs: To guarantee effective system
use, hold frequent training sessions for security staff.

Expert Opinion Article

» Privacy Preservation: To safeguard personal data,
use cutting-edge data anonymization techniques.
¢ Frequent Audits: Conduct assessments on a
regular basis to find and fix biases and weaknesses in
the system.

¢ Public Awareness Campaigns: To foster
acceptance and trust, inform campus communities
about the advantages and drawbacks of Al-driven
monitoring systems.

Acknowledgements
The authors would like to thank the participating
campuses and security teams for their cooperation
and valuable insights.

References

[1] Ross, Arun & Jain, Anil. (2004). Multimodal
biometrics: An overview. 1221-1224.

[2] Rashed, Ansam. (2024). Real Time People
Identification Through Video Surveillance.
10.13140/RG.2.2.27617.31847.

[3] R.S. Almeida, Denise & Shmarko, Konstantin &
Lomas, Elizabeth. (2022). The ethics of facial
recognition technologies, surveillance, and
accountability in an age of artificial intelligence:
a comparative analysis of US, EU, and UK
regulatory frameworks. Al and Ethics. 2.
10.1007/s43681-021-00077-w.

[4] Hansen, Craig. (2024). The Role of Artificial
Intelligence in Enhancing Educational Systems.
10.13140/RG.2.2.25517.91367.

[5] Heaton, Jeffrey. (2017). Ian Goodfellow, Yoshua
Bengio, and Aaron Courville: Deep learning: The
MIT Press, 2016, 800 pp, ISBN: 0262035618.
Genetic Programming and Evolvable Machines.
19.10.1007/s10710-017-9314-z.

[6] He, K, Zhang, X, Ren, S., & Sun, ]. (2016). Deep
residual learning for image recognition.
Proceedings of the IEEE Conference on
Computer Vision and Pattern Recognition, 770-
778.

[7] Dastin, J. (2018). Amazon scraps secret Al
recruiting tool that showed bias against women.
Reuters. Retrieved from  https://www.
reuters.com/article/amazon-ai-recruiting-
idUSKCN1MKO8G.

[8] Binns, R. (2018). Fairness in machine learning:
Lessons from political philosophy. Proceedings
of the 2018 Conference on Fairness,
Accountability, and Transparency, 149-159.

[9] Sim,]. & Wright, C. C. (2000). Research in health
care: Concepts, designs, and methods. Stanley
Thornes Publishers.

[10] Raji, 1. D., & Buolamwini, J. (2019). Actionable
auditing: Investigating the impact of publicly
naming biased performance results of
commercial Al products. Proceedings of the
2019 AAAI/ACM Conference on Al, Ethics, and
Society, 429-435.

Doi: 10.69980/ajpr.v28i4.332

1548-7776 Vol. 28 No. 4 (2025) April

271/272


https://ajprui.com/index.php/ajpr/index

Sonia Victor Soans

American Journal of Psychiatric Rehabilitation

[11] Suresh, H., & Guttag, J. V. (2021). A framework
for understanding unintended consequences of
machine learning. Communications of the ACM,
64(5), 62-71.

[12] Zhang, Q., Yang, L. T, Chen, Z,, & Li, P. (2018). A
survey on deep learning for big data.
Information Fusion, 42, 146-157.

[13] Wang, Z., & Bovik, A. C. (2009). Mean squared
error: Love it or leave it? A new look at signal
fidelity measures. IEEE Signal Processing
Magazine, 26(1), 98-117.

[14] Zhuy, ]., & Goldberg, A. B. (2009). Introduction to
semi-supervised learning. Synthesis Lectures
on Artificial Intelligence and Machine Learning,
3(1), 1-130.

[15] Patil, P.,, Peng, R. D.,, & Leek, ]J. T. (2016). A
statistical definition for reproducibility and
replicability. Nature Human Behaviour, 1(1), 1-
12,

[16] LeCun, Y., Bengio, Y., & Hinton, G. (2015). Deep
learning. Nature, 521(7553), 436-444.

[17] Silver, D., Schrittwieser, ], Simonyan, K,
Antonoglouy, I, Huang, A., Guez, A, ... & Hassabis,
D. (2017). Mastering the game of Go without
human knowledge. Nature, 550(7676), 354-
359.

[18] Russakovsky, O., Deng, ], Su, H. Krause, ],
Satheesh, S., Ma, S, .. & Fei-Fei, L. (2015).
ImageNet large scale visual recognition
challenge. International Journal of Computer
Vision, 115(3), 211-252.

[19] Kingma, D. P, & Welling, M. (2014). Auto-
encoding variational Bayes. arXiv preprint
arXiv:1312.6114.

[20] Chollet, F. (2017). Xception: Deep learning with
depthwise separable convolutions. Proceedings
of the IEEE Conference on Computer Vision and
Pattern Recognition, 1251-1258.

[21] Krizhevsky, A. Sutskever, I, & Hinton, G. E.
(2012). ImageNet classification with deep
convolutional neural networks. Advances in
Neural Information Processing Systems, 25,
1097-1105.

[22] Brown, Tom & Mann, Benjamin & Ryder, Nick &
Subbiah, Melanie & Kaplan, Jared & Dhariwal,
Prafulla & Neelakantan, Arvind & Shyam,
Pranav & Sastry, Girish & Askell, Amanda &
Agarwal, Sandhini & Herbert-Voss, Ariel &
Krueger, Gretchen & Henighan, Tom & Child,
Rewon & Ramesh, Aditya & Ziegler, Daniel &
Wu, Jeffrey & Winter, Clemens & Amodei, Dario.
(2020). Language Models are Few-Shot
Learners. 10.48550/arXiv.2005.14165.
Kaiming, H., Zhang, X, Ren, S., & Sun, J. (2016).
Identity mappings in deep residual networks.
European Conference on Computer Vision, 630-
645.

Expert Opinion Article

[23] Redmon, ]., & Farhadi, A. (2018). YOLOv3: An
incremental improvement. arXiv preprint
arXiv:1804.02767.

[24] Ren, S., He, K., Girshick, R.,, & Sun, J. (2015).
Faster R-CNN: Towards real-time object
detection with region proposal networks.
Advances in Neural Information Processing
Systems, 28, 91-99.

[25] Vaswani, A., Shazeer, N., Parmar, N., UszKkoreit,
], Jones, L., Gomez, A. N., .. & Polosukhin, I.
(2017). Attention is all you need. Advances in
Neural Information Processing Systems, 30,
5998-6008.

[26] Dosovitskiy, A. Beyer, L. Kolesnikov, A,
Weissenborn, D., Zhai, X., Unterthiner, T., ... &
Houlsby, N. (2020). An image is worth 16x16
words: Transformers for image recognition at
scale. arXiv preprint arXiv:2010.11929.

[27] Devlin, ], Chang, M. W, Lee, K., & Toutanova, K.
(2018). BERT: Pre-training of deep
bidirectional transformers for language
understanding. arXiv preprint arXiv: 1810.
04805.

[28] Tan, M, & Le, Q. V. (2019). EfficientNet:
Rethinking model scaling for convolutional
neural networks. arXiv preprint arXiv:1905.
11946.

[29] Howard, ]., & Gugger, S. (2020). Fastai: A layered
API for deep learning. Information, 11(2), 108.

[30] He, K, Zhang, X., Ren, S., & Sun, |. (2016). Deep
residual learning for image recognition.
In Proceedings of the IEEE conference on
computer vision and pattern recognition (pp.
770-778).

Doi: 10.69980/ajpr.v28i4.332

1548-7776 Vol. 28 No. 4 (2025) April 272/272


https://ajprui.com/index.php/ajpr/index

